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Bl

"] | % &nalysis Console Far Intrusion Databases (.

Analysis Console for Intrusion Databases

Added 2 alert(s) to the Alert cache

Queried on : Maon June 02, 2003 15:21:52
Database: snot@localhost  (schema version: 106)
Time window: [2003-02-21 17:32:55] - [2003-06-02 14:21:11]

Sensors: 3 Traffic Profile by Protocol

Unigue Alerts: 109 {13 categories ) TCP (99%)

[t urmBaf of Bl o0
+ Source IP addresses: 19002 LIDP (1%)
+ Dest. IP addresses: 21
+ Unigue [P links 19043 ICMP < 1%)

+ Source Ports: 9278

o TCP (9241) UDP (468)
i + Dest. Ports: 239 Portscan Traffic = 1%)
< TCP (258) UDP (2)

* Search
® Graph Alert data

* Snapshot
® Most recent Alerts: any protocol, TCP, UDP, ICMP = Most frequent 5 Alerts
® Today's: alerts unique, listing; IP src / dst
& Last 24 Hours: alerts unique, listing; IP src f dst = Most Frequent Source Ports: any , TCP , UDP
.
.

Last 72 Hours: alerts unique, listing; IP src / dst + Most Frequent Destination Ports: any , TCP, UDP

Most t 15 Uni Alerts
SRR R * Most frequent 15 addresses: source, destination

® Last Source Ports: any , TCP , UDP
® Last Destination Ports: any , TCP , UDP

® Graph alert detection time

® Alert Group (AG) maintenance
¢ Application cache and status ]
@ & 2 ©F () | Document: Dane (11,97 secs) e = e

F6 "N G % % > H
% ) I > 8
% ! ) % !

e B0 ) W0 betp10.109.57. 250 basehase _stat_alerts php7caler=asort_order=occur_d -l 0= [C.

g virusi., | % sans

[Emck]

Added 0 alerifs) to the Alert cache
Gueried on : Thu January 20, 2005 17:30:35

Meta Criteria any

1P Criteria any

Layer 4 Criteria  aore

Payload Criteria  any

Displaying alerts 1-35 of 35 total
= Signature = = Classification = = Total #=  Sensor® = Source Address » = Dest, Address = = First =
'_ SdBot & Ranky Dropper- SMB mise-activity 110 (18%) 1 107 1 2005-01-11 20:15:34 2005-01-20 18:27:11
'_ Bad Bxtensions Match/FCRE mise-activity T1(12%) 1 23 2 2005-01-11 16:20:18 2005-01-20 152128
|— Encrypted PKZip - SUSPECT/PCRE mige-activity B3 (10%) 1 35 z 2005-01-11 21:20:28 2005-01-20 15:51:30
[m] W32 NetShy.p@mm - MIME mise-activity 513%) 1 13 z 20050111 16:49:43  2005-01-20 11:5728
'_ W32 NetSky e@mm - MIME mise-activity FE(E%) 1 14 2 2005-01-11 16:30:18 2005-01-20 144323
'_ W32 NetSky. d@mm - MIME mise-activity B2(E%) 1 14 2 2005-01-11 16:20:18 2005-01-20 14:4323
'_ Wirus - Opaserv.ac/adiae Worm mise-activity 22(5%) 1 2% 1 2005-01-11 19:08:13 2005-01-20 180538
[m] irus - Dpaserv.afbicfd U (Setsur EXE) mise-activity 25 (%) 1 26 1 20050111 15:28:02  2005-01-19 12:52:08
'_ Wimg. Opazerj Warm mize-activity ZE (%) 1 26 1 2005.01.11 15:28:02 2005.01-19 12:52:09
'_ Bagle Mail Header Match/FCRE mise-activity 17 (3%) 1 3 3 2005-01-11 20:40:36 2005-01-20 14:13.02
'_ MyDoam Mail Header Match/FCRE mise-activity 17 (3%) 1 4 1 2005-01-12 09:28:32 2005-01-20 14:30:18
'_ Virus - Opasenei Worm (Marce SCR) mise-activity 14(2%) 1 14 1 2005-01-11 16:47:08 2005-01-19 23:47:14 g
| Virus - Opasarvkorm (Instit BAT) miseactivity 13 (2%) 1 13 1 2005.01-12 094950 2005-01-20 10:56:18
'_ Wirus- Dupator mise-activity 13 (2%) 1 12 1 2005-01-11 20:33:47 2005-01-12 14:10:25
'_ Wirus - Opasen.g Worm (Alewir SCR) mise-activity 1B (2%) 1 " 1 2005-01-11 22:08:30 2005-01-13 12.62:12
'_ Wirus - Opasenv.ai Worm mise-activity S(1%) 1 g 1 2005-01-14 12:53:57 2005-01-18 22.6708
m Wirus - Oipasarv.ah Warm miseactivity 8(1%) 1 8 1 2005.01-11 2214116 2005-01-20 02212
[m] Wirus - Op asenw.e/f Warm (Brasil PIF/EXE) mise-activity B01%) 1 8 1 20050113 10:52:27 20050113 181545
'_ Wirus - Opasen.z worm mise-activity T(1%) 1 T 1 2005-01-11 15:23:02 2005-01-17 1004751
'_ [snort] (portscan) UDF Fortsmeep unclzssified T(1%) 1 1 2 2005-01-18 20:25:45 2005-01-18 20:69:41
'_ Worm. Win32.Proteride.| [KAW] - SMB mise-activity B(1%) 1 1 1 2005-01-17 20:31:15 2005-01-17 2003159
[m] Worm Win32. Protoride b [KAV] - SME mise-activity 6(1%) 1 1 1 20050117 20031015 2005-01-17 2003159
'_ [snort] (portsean) TGP Portsweep unclzssified E(1%) 1 2 5] 2005-01-12 09:23:10 2005-01-13 163724
'_ W32 NetSky t@mm - MIME mise-activity S(1%) 1 1 1 2005-01-17 23:44:17 2005-01-20 152128 :I
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File Edit Yiew Favorites UserCommands Tools Help.
L@l o] sl &lawlsoldl £ s wiEr] &t 8=l
1} 10 20 30 40 Lo 60 70
[(78, 1) -> (78, 76) Offsst: DOS-E20 Len=76 (4Ch) 8%  [File Size: 71.04 KB (966 lines) [24/02/2005 15:35] Y
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[i74, 1) -> (74, 72) Offset: CE2-=D29 Len=72 (48h)  [12% [File Size: 41,9 KB (612 lines) [04/01/2005 22:39] 4
"8 6 %73%9 " - & &
- > % !3 ! 7 N4
! 1 % ) % & ,
B- < < ! % & "
v MyScan ¥ersion 0.94 - Copyright Martin Dverton 2001 - &ll Rights R x|
Found: “/0ORM_SOBER K [TREMD] - SME ;l

-rMatch Found in: v hzamplesiMewt 20054Febt W 32-5oberdoc_data-test bt pif at position 610 HEX
-»File Data: PE File
-+MOT Packed

Scan Finizhed - 1 Filez Scanned - 1 Infected
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asigs.dat - Motepad zal ;IEIEI
File Edit Format Help

w32 //stdbot.worm.c [MAI] - SMEB,FE AE E4 B2 21 12 FC FA CB OE B4 49 FF 05 OB 39 2B 2C 6l C7 A7 ;|
W32,/ Swen@mm — MIME|, QABohKNAAGShAALLAFEK T SUALLAAGEwWLAQALLL Z T wxom,+ IT Ty Ivdz+ / A+ Ldohwe NOR AAEZ hie
W32, Swen@mm - SMEB, 59 59 85 CO 74 09 64 01 58 83 4D FC FF EB 15 FF 85 EO FE FF FF EB C7 8A 01
W32 vesser.worm.a - SMEB, 7B 5A 51 56 BO 30 AC FS 34 3B 06 C3 FA 4E &4 44 A5 EC 91 47 53 58 EA
W32/ vesser.worm. b — SME, 52 D7 47 2B AB 4D 87 82 DF 09 2C AE 4E AF EA 67 CC 45 A5 63 E6 EA DO
w32 wallon.worm [MAI] - SME,ES AS 86 52 35 CA DS 16 E9 20 3F OB A& 55 F3 F9 EE AC 7D 46 865 F8
w32,/ vaha.g-1,04 53 43 41 4D 33 32 FE BF 3F 77 07 49 52 43 57 49 4E 4B 37 54 4F 4E 45 41 4C 41
w3Z/vaha.q-2,7D FB FF FF BB 44 24 04 88 CB 8a 10 84 D2 74 0D 80 F2 BD 88 11 8a 51 01 41 0OC 75
w32, vaha. g@mm — MIME, wHUT 31 ,/+ /4 PSEIH+SHNFAAHEZ 1 X7 QBAF 7Dz PAXS OOt 7T dBA HS TBpTWUdowhM o/ w7 U, /S KET
worm.win3Z.bedler.e [Kav] - SME,&C SD ES 732 31 8E FC 77 37 22 7D 0C 17 BC FD SE EBS 66 39 44 3
worm.win32.Protoride.b,35% FD DB 77 C0O 35 DE DA 97 C4 12 BC BS D4 04 42 42 38 65 03 A7 C7 77 8
worm.win3z.protoride. c,EE 96 CD 04 F2 41 67 ES 1C 21 ES BF FC BG 18 02 32 D8 8l E1 FF FF 6B CvI
Pl .
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alert tcp SEXTERNAL_NET any -> $HOME_NET any (msg:"W32.NetSky.p@mm - MIME"; content:
"X7s0lUEARA4s3r1f/[E5UzwK51/f4PdO/+D3UGR/83r+sJ/g8PhKLw/VIXVIIT"; classtype: misc-
activity;)



6<) -1 )

alert tcp
% & I < < I |
< < - F G
% 8%#.& -,,
@=! = %% = )
$EXTERNAL_NET any -> $HOME_NET any
/ % %% %
& % 3T>>&6C&> 4') IG =
% () ) % =1 372 >C& 4' )
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(msg:"W32.NetSky.p@mm - MIME"; content:

8 3 > 114 ! / 08%#,& -,
>1 Ly (,
/ 3 4 - %
!

"X7s0lUEAR4s3r1f/[E5UzwK51/f4PdO/+D3UGR/83r+sJ/g8PhKLw/vIXVIIT"
% ) % ! = -
; classtype: misc-activity; rev 1;)
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File Edit Yiew Favorites UserCommands Tools Help,
@] almlE] 88 wleolm =l =[]
5 08 09 0A 01234567 89ABCIER
- 3 = T ’ i
[OFFset: 77B-794 Len=32 2Dh}| - - |% - |Fi|e5ize23.sa KE 1,343|ies) [00312005 15:02] — 4
' >3%1 6 +H)7 /& &
% ) ! % |
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F G,

alert tcp SEXTERNAL_NET any -> any any (msg:"W32.NetSky.p@mm - SMB";content:"|4E EB 87 89
77 TEE083B19494 CCE9F597 975395 5C 95 AF C6 40 C5 CA AC 25 8E 47 F1 5D 0B|";
classtype:misc-activity;rev:1;)
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$EXTERNAL_NET any -> $HOME_NET any

8 N T 7 -(,
%

$HOME_NET any -> $EXTERNAL_NET any
1y 1) - % = -(,

! % -
) GA F <-F & N & ,

! %
$EXTERNAL_NET any <> $HOME_NET any

8 ' % ! !

% - ! F% G! ) !
%%

alert tcp SEXTERNAL_NET 110 -> $HOME_NET any (msg:"VIRUS Klez Incoming";
flow:to_server,established; dsize:>120; content:"MIME"; content:"VGhpcyBwcm9";
classtype:misc-activity; sid:1800; rev:2;)

) . ! '

=$ (! ! 1 % . %

, G L R ! I
¢

Tl

6 & ) %% % ,
alert tcp SHOME_NET any -> $SEXTERNAL_NET $HTTP_PORTS (msg:"WEB-MISC readme.eml download

attempt"; flags:A+; uricontent:"/readme.eml”; nocase; classtype:attempted-user; sid:1284;
reference:url,www.cert.org/advisories/CA-2001-26.html; rev:8;)
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Sid No. Meaning
<100 Reserved for future use.

100-1,000,000 Reserved: ONLY for rules included with SNORT (i.e. ‘Official’ rules).

>1,000,000 Free for use for local rules on a free-for-all basis.
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/ y U ) !
- 56 - @= % % =

Alert udp $SEXTERNAL_NET any -> $SHOME_NET 1434 (msg:"W32.SQLEXP.Worm propagation (1434)";
content:"|68 2E 64 6C 6C 68 65 6C 33 32 68 6B 65 72 6E|"; content:"|04|"; offset:0;
depth:1;)

H / % | !
) I &) 3 4

alert tcp SEXTERNAL_NET any -> $HOME_NET 139 (msg:"NETBIOS SMB ADMIN$access";
flow:to_server,established; content:"WADMIN$|00 41 3a 00|"; reference:arachnids,340;
classtype:attempted-admin; sid:532; rev:4;)
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alert tcp SEXTERNAL_NET any -> any any (msg:"MyDoom Mail Header Match/PCRE"; pcre:"/X-

MIMEOLE\: Produced By Microsoft MimeOLE V6\.00\.2600\.0000/"; pcre:"/boundary=["][-

H4N=\_NextPart\_000\ \d{4}\ .{8)\..{8}/";

pcre:"/ffilename=["|\S{1,}[.](bat|scrjcom|cmd|exe|pif|zip)/";classtype:misc-activity;

rev:1;)
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"IX-MIMEOLE\: Produced By Microsoft MimeOLE V6\.00\.2600\.0000/"
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"lboundary=["][-[{4\=\_NextPart\_000\ \d{4}\_.{8)\..{8}/"
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"ffilename=["\S{1,}[.](bat|scr|com|cmd|exe|pif|zip)/*

) % % ! F% XG
% !) FIG % I) ! "
/ ) % % ') FG %
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- )+ /] ! I %% %
) ) ) Il
' ' H %! % %! o !
% ) ] 1 )
6 ! )

alert tcp SEXTERNAL_NET any -> any any (msg:"Bagle Mail Header Match/PCRE";
pcre:"/Message-ID\:\W{1, }[<][a-z]{19}[@]/"; pcre:"/boundary=["][-][{8}[a-z]{20}/";
classtype:misc-activity; rev:1;)

) ) ! ! ! !
! y o
H + 1) - !
alert tcp SEXTERNAL_NET any -> any any (msg:"Bad Extensions Match/PCRE";

pcre:"/attachment\,\W{1,}ilename=["\S{1,}{.](scr|com|exe|cpl|piflhta]vbs)/";
classtype:misc-activity; rev:1;)

) ! ! IR/ G ) -A
) % % N ! ) % !
! % ! ! I %

alert tcp SEXTERNAL_NET any -> any any (msg:"Encrypted PKZip - SUSPECT/PCRE";
flow:to_server,established; pcre:"/UESDBA0AA\S{10,}[A{4,}/"; classtype:misc-activity;
rev:1;)
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alert tcp any any -> any 135 (msg:"DCOM Exploit (MS03-026) targeting Windows XP SP1";
content:"|BA 26 E6 77 CC EO FD 7F CC EO FD 7F|"; classtype:attempted-admin; sid:1100007;

reference:URL,www.microsoft.com/security/security _bulletins/ms03-026.asp;

reference:URL,jackhammer.org/rules/1100007; rev:1;)
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alert tcp SEXTERNAL_NET any -> $HOME_NET any (msg:"WORM_KELVIR.B [TREND]"; content:"|66
76 476524 C664 111688 6C 738388 A867 87 886868 7887 7868 76 77 64 66 46 7C 64

11|"; classtype: misc-activity;rev:1;)
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alert tcp SEXTERNAL_NET any -> $HOME_NET any (msg:"Backdoor.GoBot.p [KAV] - SMB";
content: "|B6 B9 ED ED CD 77 5E 11 75 1B 8B BB 01 7E 05 29 54 BF 0D B6 F0O 83 7B OC 3F 44
64 EB 96 0A 8B 72|"; classtype: misc-activity; resp:rst_all;)
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