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T PEID v0.93 P ]
File: | ¥:\samplesi2008034IR.C.Flood. gen.ble-greetings. exe. 1-M&3 IE
Entrypoint: |00021EED EF Section: [LIPx1

First Bytes: |60,BE,00, 70
Subsyskem: | Win3z GUI

[UP% 0,89.6 - 1,02 [ 1.05 - 1,24 - Markus & Laszlo [RAR 5Fx]

| Pk Scan I | Lask'u'iewerl | Cpkions I | ahauk || Exit I
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A - "F$ (KBO
samples', 200803%IRC.Flood.gen.b'e-g o ] 4
File Report Settings  Language  Help
PE Sections I ImportiExport table I Hex dump I Info
General l Wersion I Security I Resources I Skreams I PE Header
Ie-greetings.exe. 1-Ma3

Location: 5 C\Csamplest 200503 IRC Flood, gen. b

Size: 74708

Version:

CRiC-32: F7EESF05

MDS: 361FFCAZBCSBEE4BBAR0053CAESE7 1E79

SHAL: 14F9RCEDA7EE7 24FE404A5333DERDCS2 1 DICFSESZ0

[~ Readonly [~ Direckory PE Pack w1.0 -

[~ Hidden v &rchive UPw w0,89.6 - w102 f w1.05-v1.22

[~ System file [~ Symbolic link DS hd!

Tirne skarnp: 11 March 2008 09:23:04

Creation: 11 March 2008 09:28:04

Last access: 13 March 2008 16:39:02

Lask write: 11 March 2008 09:28:04
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j; Stud_PE operating on : "e-greetings.exe.1-Mb3" : =10 x|
File Edit Tools Help
| |'\.samples'~.2EIEIBI]3'\in:.qu:u:u:I.gen.b'\e-greetings.e:-:e.'l -mE3 |
& Sections | * Functions | Rz Resources ¥ Signature | A Procs | = I:Iptil:unsl 1 I PI
Databaze containg . 400 file lpe signatures — Internal databaze info—
pragd: |PEId 0.9
auth : [SnakertOwe
date : [15/05/2003
— Databaze actions
[ Esternal DB
| Copy b=t | | Reszcan |
Detection mode: € Standard €% Hard searching time : 10 ms
Wigit Stud PE Forum - Mews Here | Test'it || Rwva<=sFaw| File Compare | | ok |
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1
% $ & & #& & & % 'O
OllyDbg - e-greetings.exe.1-M63 - [CPU - main thread, module e-greeti] o ] 4
|§| File Wew Debug Pluginsg ©Options ‘Window Help -|ﬁ'|5|
T = T=[wam
B4 x| wn| wijd $ o =i LiE[M]T|WH|C|/[K|B|R|..|5] iZ[ZH]?]
T en FUSHED :
BEAZIEE1| . BE BET@418@ | MOU ESI,e-greet i.B6417088 4 Begisters [FRIN S
A04Z1EE6| . SDBE @EABFEFF| LEA EOI,OWORD FTR O%:[ESI+FFFEABOEI T P
aa4Z1BEC| . 57 FLSH_EDI EDCLLEREREEE
@a4Z1BE0| . 230D FF OF_EEF, FFFFFFFF S [2addaaas
aa421EFa| .~EB 1@ JHP SHORT e-grest i.@@421082 S Ak
aa4z1BFzZ| 9@ HOP EEF BE1ZFFFE
oagcioRsl e i ES] APGEEERE
4
e ok EDT BEGABHAG _ _
g 4% EE? gg HBE EIF 88421BEB e—grecti.<ModuleEntryFoint »
4 :
N P S mhe o
4 ; i
GO4ZIEFE| | SgEr HOU BYTE PTR DS:[EDIT, AL ELH EE s el Haedaadan]
gasz1ern) . 47 INE EDI S @ FS BB38 2obit PFFDEQBRLFFF)
BE4Z1EFE| > @108 AODC EEH, EEBX e B B e
BE4Z1006| .75 B7 JNZ SHORT e-grest i.@8421089 e
Erb | @ Es AR S s (el 2 08 LastErr ERROR_FILE_MOT_FOUND (@O8REEE2)
Bo42ice7| o 1108 EECSEEE%EBX . EFL D@@@sz4s (MO, ME,E,EE, NS, PE, GE, LE
4 e—areeti.
BO4Z100E| , BE B100ABEA | HOW ERR, 1 Sl o
AA4Z1C18| > B10B ADD EEX, EBX EAS A
AA4ZIC1Z| 7S BY JNZ SHORT e-greet i.@@421016 S15 e e
aa4z1c14| . BBIE MU EEH, OWORD PTR OF:CEST] S Sl
aa4z1C16| o B3EE FO SUE ESI,—4 ELn S
aa4z1c13| . 1108 ADC EEH,EEX ST hers Arh
ga4ziCIE) > 1109 AOC EAH, EAR ET7 empty —UNORM D566 PEPEEAZE HEHEGEEEE
BodZIEIR| 24P PRE Shoern i BE4Z1C1E sl el 0
4 i e-greeti. FST @PER Cond @ A B A Frr BAAAAGAA (GT)
Aa4Z1C21| 7S B9 JNZ SHORT e-grest i.@@4z1020
GEdziCz3| | BBLE HOU EBX. DWORD PTR 03:[ESI] [ [ b gl B BB
aa4z1025| . B3EE FO SUE ESI, -4
aa4z1cza| . 1108 ADC EEH, EEX =
| onazicoal o~ Fa JHE SHORT e-opest i, GB42]0ia
Address | Hex dum ASCII FETURH to KERMELSZ.7CE2E205 .
g it Ehs __
s ..1
B4 v
B4 w
B4 W
e " FFFFFFF|End of SEH chain
E H 7C5C2166| SE_handler
oo H 7057201 6| KERNEL 32, PrS7aR1a
oo o AEGARGAE
oo ; ARGARGAR
a6 o : : —
BO4EE0EA| BB O BR BA|4C A4 9A 31] .00 % BE421BE6| e—greet i. {Modu leEntryFoint > -
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~d Superscan 3.00

ti

Hostname Lookup

=10l x|

e
I.'I

Rezalved Isnmt_l,.l

Lookup |
e | Interfaces |

Configuration -

Fart lizt zetup |

Scan type Scan
[ Besolve hosthames
v Only scam responsive pings |'I—D.‘| 09.37.2 IT
[ Show host responzes Scahning |
Connect | | € Ping only g2 | (0]
PrewC | MestC | 1,254
= | = I | |4EIEID {~ Ewery port in list wing
v lgnore [P zero &% All selected ports in list ’_ ’T
I Ignore IF 255 Read = 2l list ports from I'I ISD
[~ Extract fram file _>_| I“vDDD e o I_I—ISD— \i Start | | Stop
~Speed |
I ax Active hosts
-
- Open ports
.
b Save |
- Collapse alll
b Expand all |
Min - Prune |
* 0% 22 '#& '$2&2 & 2 2& =$
$$ 8
NC$ A@C @B # & A B & # -
& & $ $ # & #H& # &
$ & & $ & $'C$
& $ %
A $ B #HH $A 9 B
& # # 2# & J # '
%& # 'C$ & $>
$& $ % % 'O

* %

=10 x|

Starting Mmap 4.11 < http: A uwuw insecure.urg/nmép > at 2088-63-13 16:13 GHMT Stanl’

dard Time B

Interesting ports on

Mot shown: 1665 closed ports

ORT STATE SERVICE
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open abyss

MAC Address: BB:BA?:6B-93:31:5D ¢

smtp

domain

http
hostsZ2-ns
kerheros—sec
pop3

nsrpc
nethios—ssn
imap

https
microsoft—ds

ftps
imaps
ajpl3

Mmap finished:= 1 IP address (1 host up? scanned in 2.687 seconds

C:“Jocuments and SettingsMartinl

22% "' 2




$$& AB C +
" & #& # # $ & &
$  # & )&$ ) & .
& $ & # &
" & # ) ) % &
& % & % )& ) &
$
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> " -$ #
% $ & &H#" " % % $
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" & %
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+ 00
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$#
cC 3 $ 3 & %
> 9 ") ) A
&)B '
+.
c $ )9 )+ 9 ) #
$# > " "( #-
# ' &% # & $ -
" $ c c K )
o) - OK) ) )
*% 22 ' #' $2S$ >2
9 +F 0 # $ $ %
$ 1
", HijackThis - w1.97.7 .dﬂ.lll
Below are the results of the scan. Be careful what vou delete, HijackThis cannot
determine what is bad and what merely customized by you. The best thing ba do
is save & log file and showe it to knowledgable Falks,
[ 104 - HELML. \Run: [dia] CYWINNT \spstemaZidaitfswctr exe ;I

104 - HELM.
104 - HELM..
(104 - HELM..
104 - HELM..
(104 - HELM..
104 - HELM..
[ 104 - HELM..
104 - HELM..
[0 - HELM..
104 - HELM.,
104 - HELM..
104 - HELM,,
[0 - HELM..
104 - HELML.,

Scan & Fix stuff

Info on selected tem... |

\Run: [sbgclean] c|sdworkiwE2mainZ. exe fcleanup
\Run: [ATIPTA] C:\Program FileslATI Technalogies\ATT Control Panel atiptas: exe

{Run: [Tweak UT] RUNDLL32 EXE TWEAKLILCPL, TweskMelp

Run: [MusIRC (rc.musirc com) client] musrcs. 71, ece

{Run: [AGRSMMSG] AGRSMMSEG, exe

\Run: [TP4ER] tpdex.exe

Run: [&CUMon] “C:\Program FlesiCisco Systemsiaironet Client Monkor\ACUMon.Exe" -a

\Run: [defergu] c:\sdworkidefergui exe

i

YRun: [EasySync Pro - LENts4] C:\Program FilesiZommon Files) SCPCSynic) TranslatorsiLENEs4\NEsAge
{Run: [Easy3ync Pro] C:\Program FilesiCommon FiesiXCPCMenu. exe
YRun: [ccApp] "CH\Program Fles\Comman Filesl Symantec Shared\ccipp.exe”

|Run: [vplray] CAPROGRA~ L \SYMANT~1 VP Tray. exe

tRun: [SoundMAsPEnE] CiiProgram FlestAnalog Devices\ SoundMARY SMaxdPhP exe
IRun: M'Soundmax] "C:\Proaram FilesiAnaloa Devices SoundMAxi Smard, exe” lray

i Othar shuff

=
I

Add checked to rerelst |
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Starkup Programsl IE Helpers | Scheduled Tasks I Services I Active Tasks ICookiesl File Types  PLUS | Options I
WinPatrol v 9.8.1.0:9.8.1.0
Copyright © 1987-2008 BillP Studios. All Rights Reserved.
Email: support@winpatrol.com
hittp:ifeesnee winpatral.com
Click the link below ko upgrade ko WinPatrol PLUS,
For WinPatrol PLUS features enter your Registration Info,
Mame: Reg Code:
Apply |
Check for new WinPatrol version |
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